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Document Scope
Purpose of the Document:

1. This document intends to provide a basic overview of the export hold logic in
E20pen Trade Automation that is necessary to understand the importance of

accurate and correct Trade Data maintenance.

2. This document aims to provide guidance on navigating, using, and updating the

E20pen Trade Automation Product Master Trade Data elements.

3. This document is intended to be Work Instructions for updating Trade Data, but
does not describe Regulatory Compliance procedures and policy around export

licenses.

Intended Audience:
1. Global Classification Team members

2. License Managers and application Administrator role users as guidance on how

to update Trade Data.
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Section |; Product Master Overview

1. Product Hold Logic

Product Master Level:

e By default, the application checks that a valid (in use, not necessarily accurate to the
product) ECCN and Export HS code are applied to the material.

e Forintangible products, the “Check Export HS” box may be disabled, which means no
validation check is completed.

e |f these validations are run and not satisfied, the article is on a “HOLD” status.
Product HOLD Status and Transactions:

o If the overall product is on a “HOLD” status when it appears in a transaction, the
transaction will be held until the product status is resolved to “PASS.”

e To achieve this, a valid ECCN and HS code must be assigned to the article.

E20pen holds any order if the engine detects missing or incomplete details that could impact
license decision outcomes. Here are the conditions under which a license hold occurs with
missing sub-paragraph:

e [f a transaction involves a product maintained with ECCN “5A992” (without sub-
paragraph).

e The destination is a Group D1, D4, or D5 country, which is not also a Group A5 or A6
country.

e In this scenario, the system will hold the transaction, and a user will need to confirm it as
either a “5A992.2z” ECCN or update the record to a “5A992.¢” ECCN.

e Once this is completed, the system may determine “NLR” (No License Required) if
5A992.c or confirm a license requirement if 5A992.z.

However, there’s exception where the missing information has no impact on license outcome:

¢ If the destination(s) involved in license determination would be “NLR” even if the
complete record were “5A992.z” or “5A992.c”, then the license determination engine
will automatically resolve it as “NLR” without requiring the US ECCN record to include
the sub-paragraph information.

E20pen holds any order if the engine detects missing or incomplete details that could impact
license decision outcomes. Here’s an example condition under which a license hold occurs:



¢ [f a transaction involves a product with the 5A002 ECCN, and any of the following are
true:

¢ The US record does not specify the encryption control level (e.g.,
Unrestricted/Restricted).

e The relevant partners for license determination are not properly maintained (e.g., as
Civil, Government, Military).

¢ The determined license destination(s) are not favorable for encryption (ENC).
However, there’s exception where the missing information has no impact on license outcome:

¢ |f the US record is not fully maintained for encryption control level

e The relevant partners are marked as “CIVIL” end-use partners

e The destination is ENC favorable, the engine can determine an “ENC” (or NLR for
Canada) outcome without prompting users to update additional data.

This is because, regardless of whether the product is “RESTRICTED” or not, the outcome
remains the same: “ENC” (or NLR for Canada).

2. Product Search

There is no “manufacturer” field in E20pen, so the filed named “Common Name” is used
instead

The "Common Name” field however is not available on Search page so the Description field has
naming convention setup so that it always starts with Manufacturer name. The Description 2
Field is used as description only.

General Info
Source Product ID XML-1218
escription CISCO : Cisco Catalyst 3650 48 Port PoE 4x10G Uplink IP Base
escription 2 Cisco Catalyst 3650 42 Port PoE 4x10G Uplink IP Base

Compliance Description
Common Mame CISCO

Brand Mame

To search for a product or for several products, navigate to Products then Search and General.



eZopen Trade Automation

X Menu 4 Add to Favorites User Links ~

Search Reports Product Uplead
Recently Visited » General ENC Self Classification Report CSV Upload
By Export Classification Generate CSV Work Monitor

Expert Transactions

3
By Government Requiremant View Product GREQ Mass Update
Products »

Create New

Formers g ENC Product Report
Trade Content 3 Generate
Work Queues
Alerts 3 View
Reports b Product General Holds
roduct - ENC Semi Annual Report

Application Configuration » Product ECN Holds

Product Export HS Holds Generate

View

Product Import HS Holds

Transaction Product General Holds

]

Product Admissibility Report
Product ECN Holds

Generate

Product Export HS Holds
View

ransaction Product Import HS Holds
Product Classification Report
Generate

View

This screen offers a variety of fields that the search be completed on, by scrolling down, the
Show More button opens up even more fields. One single or many field combinations can be
used as search criteria. Not one single field is mandatory, however if the search results would
be too large the application will time out. 10k is the maximum amount of items a search can
show, for larger data a report has to be run instead of a search.

General Search

Hide Search Criteria Advanced Search

S — S
Product Description 2 Starts With w

Compliance Description | Starts With »

Product Family Starts With v

Export Status Equals v v
Import Status Equals v v
Active Equals v Yes w
Product Equals v v
Component Equals v v
Show More

When searching for a particular manufacturer’s items the Product Description has to start with
the vendor’s name.



General Search

Hide Search Criteria Advanced Search

Source Product ID Starts With »

Product ID Starts With v

Product Description Starts With hd | Cised|
Product Description 2 Starts With w

Compliance Description | Starts With w

Product Family starts With »

Export Status Equals w hd
Impaort Status Equals w A4
Active Equals v Yes w

Different search fields have different options under the drop downs next to them. For example to
search for items with missing ECCNSs the field ECN needs to be selected with the dropwond Is
Null. However it might be necessary to select secondary search criteria (such as vendor name
or article creation timeframe) as the results could be too large.

eZopen Trade Automation

+; Add to Favorites

General Search

User Links ~

Hide Search Criteria  Advanced Search

Org Code Is Any Of v
Export HS Starts With v
I ECN/ML Number I Is Null v
Starts With
Primary Import HS Ends With
Equals
ssification Category v
Classification Category §| -
Export Manual Hold Is Any Of ~
Is Not Any Of
Import Manual Hold Is Null v
Is Not Null
Created By T
Created Date Between ~ =

The most useful Search fields could be:

e Product ID

e Product Description

< nclude Child Orgs



e Export Status

e Export HS

e ECN

e Created By

e Created Date

e Last Modified By

e Last Modified Date

3. Product Master Summary

Once we find the item we were looking for on the search results screen, the Source Product ID
is a link to the item and clicking on it, the application will take us to the Product Master Summary
page.

General Search

Show searchCriteria Advanced estch fonstomes> v LB + ® @ aon

ctID ExportStatus  Import Status

ive OrgCode  Last Modified By Last Modified Date

RCKMNT-CMPCT-1K= HOLD Intran

TDS_INTRA

UCS-SDAB0GMG6-EP

HOLD
coN-L14HR-C91381XI | CON: HOLD

CON-L1NBD-C1324xTS | coN: HOLD TDS_INTRANET.

CON-L1NBD-C9300UX4 HOLD
CON-L1NBD-C9407R9E HOLD
CON-L1NCD-3524PXL HOLD
CON-L1NCD-N93YCRX 00G,  HOLD
5t9200 48port data only Net HOLD

HOLD

CON-L1NCD-C320048T

HOLD
HOLD
HOLD
HOLD
HOLD
HOLD

SECCLDR3Y-3Y.

E3200-DNA-E-1Y HOLD

CON-ROB-MR36HHHW. HOLD
HOLD

CISCO:SNTC-8XSXNBD Catalyst 1300 12-port 10GE, 12-port SFP NTC-8KSXNED Catal 2-port 10GE, 12-port SFi HOLD PASS

TDS_INTRANET.

CON-SNTP-FMC2700K

TDS_INTRANET.

CON-SNT-C1324XTS TDS_INTRANET_XMLLINT 124

3.1. Main Tab

Under the Main Tab of the Product Master Summary we find the status of the product
(Hold/Pass) and Header that has the key information about the product, general information
about the item, flex fields that represent the information in Intranet and the change history for
the product.

3.1.1. Status and Header

The Header has the key information about the product and stays static on the screen when we
navigate to other tabs within Product Master Summary.

The Export and Import status indicator show whether the product is Hold or Pass status,
depending on missing HS or ECN values. Whit this iteration of the E20pen Trade Automation
solution we are only screening for exports and not for imports.As shown later however there
are instances where we turn of Export HS check on purpose (for intangible items for example as
the application doesn’t recognize dummy values).

In this deployment E20pen Trade Automation with Intranet the Product ID and Source
Product ID are the same, both are the manufacturer’s part number.



Global Product Master Summary

EXCUEE [ Acions | -] | export Pass _import Pass ]

Product ID XML-1216

Common Name €ISCO

Description  CISCO : Cisco Catalyst 3650 48 Port PoE 2 Source ProductID XML-1216

Main Component

OrgID Intranet

Main Country Compliance GR IVA Assist Agreements Tax Quota Exemptions Documents Notes Audit History —Questionnaires

General Info Unit Weights and Measures
Source Product ID XML-1216 Gross Weight Net Weight aQ
Description CISCO : Cisco Catalyst 3650 48 Port PoE 4x10G Uplink IP Base M Length Width Height v
Descriptian 2 Cisco Catalyst 2650 42 Port PoE 4x10G Uplink P Base T #Pieces 1 Number of Pieces v
Compliance Description Gross Volume Net Volume Q
Brand Name Power v
3.1.2. General Info elements
e Source Product ID - Manufacturer’s part number
o Description - Manufactuer name and description
e Description 2 - Only the description by itslef
e Common Name - Manufacturer name
e Product Family
o Hardware
o Service
o Service/Support
o Software
o Subscription
e Product Sub Family
o Intangible
o Tangible
Global Product Master Summary Back to Search Result
[hctions [ <] opore pass impore ass
Source Product ID XML-1216 Net Weight Q
Product Family Software fea Remarks °
Product Sub Family Intangible v fess Remarks »

Variant Graun

3.1.3. Flex Fields

On the Product Master Summary page main tab if we scroll down a bit, on the right side we can
find the so called “Flex fields”. These have been renamed to show what value is stored in these

fields.

Funcionality currently NOT working (see section 7.1),



3.1.4. Change History

On the Product Master Summary page main tab if we scroll down to the bottm of the page we
can find the so called change history for the record. This display when was the product created
and by whom. TDS_INTRANET_XML_INT denotes the atumatic communication between
E20pen Trade Automation and Intranet. So these articles are automatically created in
E20pen once they are created in Intranet.

On this change history log we can also see who and when last modified the product.

Change History
Created By TDS_IMTRAMET_XML_INT On 06-Jun-2024 11:03:10 GMT

Last Modified By Gabor.MNoszlopi On 12-Jun-2024 11:06:45 GMT

3.2. Country Compliance

Within the Product Master Summary page by the clicking on the Product Master Summary page
Country Compliance tab we will see a list of countries where the product is setup. The ECCN
and Export HS codes we should always maintain in the United States country.

Global Product Master Summary

IEEXXE (Actions [ ] Export HOLD  impors PASS
Product con-Lt i

(]
[J s I
[J chie

p L L L L L LS
L L L L L L LR
I
-

L PP P L P PP
L PP P L P PP

BT (ron [ s W0 import oSS

3.2.1. Main Tab

Within the Country Compliance tab we have the Main tab where the the screening for ECN and
Export HS check is maintained. By removing the checkmark the screening can be
deactivated.

For example for Intangible items that don’'t have HTS classification (so we maintain dummy
code 0000.00.0000) the check has to be removed so the application the PASS the product
without a valid Export HS entered.



View Country Compliance

Export HOLD  Import PASS
CON-L14HR-CO13BIXI Description  CISCO:CX LEVEL 1 24X7X4Cisco Catalyst Source Product ID CON-L14HR-C9138IX] OrgID Intranet
je) United States of America  (US)
Main Components LREQ GR IVA Assist Agreements Tax Quota Exemptions Documents Notes Questionnaires
Country Details Unit Weights and Measures
Local Description CISCO:CX LEVEL 1 24X7X4Cisco Catalyst 9130AX Series H Gross Weight Net Weight Q
Description 2 CX LEVEL 1 24X7X4Cisco Catalyst 9130AX Series N Width Height v
Complian: ) v
Currency Code Q NetVolume Q
a Area v
Count xport aQ Power v
f Import ~ Misc Measures v
f Origin Q Data Extensions (Country Specific & User Defined)
nen e Flex 1
Janufacture Q fern
Source of Data INT:GPM_INBOUND_V2 Flex 3 NULL
Is Active Flex 4
Country Compliance Flex 5
Classification indiidual v Flex &
Flex 7
Compliance ECN Export HS ImportHs ] FTA
Flex 8
HS Export Cs ion Factor 1/2/3 Flex o
Flax 10

Once we scroll down on the page we will find where the ECN and Export HS is stored, where it
can be added and other key information about the who and when entered the classification.

e Export HS Classification
¢ ECN Classification
e Created By
e Classified Date
e Status
o HOLD
o PASS

Export HS Classification  Add Classification Ko< 1t1 5 1
Future  From
Hs import HS Classification HS Description Effective From Effective To Confidence Level Classified By Classified Date Status
+ J 0000.00.0000 Q 12:Jul B | 31-Dec2093 | @ v Gabor.Noszlopi 12-Jun-202412:08:23
ECN Classification  Add ECN K ¢ 1t1 s 1
Futt
WU ECN Class ECN Description Effective From Effective To Confidence Level Classified By Classified Date Status

+ O EARSY Q  Items subject to the EAR that are not 17-May-2008 | (8 | 31-Dec-2093 | (4 v Gabor Noszlopi 12un-2024 12:08:32
elsewhere specified in this CCL Category or
inany other category in the CCL are

designated by the number EAR9S

Import Hs Classification  Add Classification
Future
S Primary HS HS Description Hs2 Effective From Effective To GRI Confidence Level Classified By Classified Date status

Change History

CreatedBy ~ TDSINTRANETXMLINT ~ On  114un20242

Last Modified By

on

12-Jun-2024

3.2.2. LREQ Tab

Within the Country Compliance by clicking on the LREQ tab we can expand the page clicking on
the plus icon next to the US_BIS.



On this page there are many key information stored about restricted items. This page does not
need to be mainated for products that have classification that doesn’t require export license, e.g.

EAR99.

View Country Compliance

BTl ot HOLD  import PASS

ProductiD  CON-L14HRCO13BIXI

Country (Code) United States of America  (US)

LREQID Agency Code

@ USBIS BIs Q.

BTl ot HOLD  import PASS

Description

Trade Automation

e2open

. Add to Favorites

er Links v

Description  CISCO:CX LEVEL 1 2447X4Cisco Catalyst &

Master Search

Main Components LREQ GR IVA Assist Agreements Tax Quota Exemptions Documents Notes Questionnaires

Last Modified By

TDS_INTRANET_XML_INT

Source Product 1D CON-L14HR-CO13BIX|

Back to Pr

OrglD Intranet

Ko<l >
Last Modified On

11Jun-2024 2214928

View Country Compliance
Add

LREQ ID Agency Code
—  USBIS BIS Q
Encryption
Product Description
Encryption Preduct Type
Product End-Use
Key Length
Encryption Level b4
Review Required ~
Mass Market hd
Registration Repartable -
Self Classification Date
CCATS Number
Submission Date
Registration Date
Approval Date
Include on Semi-Annual Report -
Include on Annual Self Classification Report v
Item Type

Contains Non US Origin Component hd

Save & Validate

Export PASS  Import PASS

[ ]
o Restricted
o Unrestricted
e Review Required
e CCATS Number
[ ]

@

Description

Encryption Product Type

Include on Semi-Annual Report

Last Modified By

TDS_INTRANET_XML_INT

APP

Product End-Use v

Weighted TeraFLOPS

Chemicals

Eligible for Sample? D

CWC Schedule Number v

DEA

Eligible for Sample? |:|

Threshold Limit v

EPCI

Chemical / Biological? |:|
Missile Technology? |:|

Nuclear Proliferation? |:|

Re-Export

Percentage of Controlled US Origin Goods

Eligible For Re-Export -



Section Il: Trade Data Update Process

4. Update From Country Compliance

As mentioned in point 3.2 above the ECN and Export HS codes are stored in the Product
Master Summary page Country Compliance tab where they are displayed on the Main tab.
There are 2 ways of updated trade data records from Country Compliance tab, both are
explained in below sub-chapters.

4.1.  Within Country Compliance Main Tab
4.1.1. Adding Export HS

From the Country Compliance tab we go to the Unites States country where the ECN and
Export HS should be mainted from. Scrolling down on this page we found where these trade
data values are stored.

ExportHSClassification  Add Classification (¢ ¢ 11 > >
Future  From
s impore S Classification HS Description Effective From Effective To Confidence Level Classified By Classified Date Status
+ J 0000.00.0000 Q 12Jun-2024 | )  31-Dec2099 | M v Gabor.Noszlopi 12-jun-2024 12:08:23
ECN Classification  AJdECN 1 ¢ 11 > >
Future
oy ECNClass ECN Description Effective From Effective To Confidence Level Classified By Classified Date Status
+ J EAR99 17-May-2008 | 9 | 31-Dec2093 | () v Gabor.Noszlopi 12-jun-2024 12:08:32

Import Hs Classification  Add Classification
Future
& Primary HS HS Description Hs2 Effective From Effective To GRI Confidence Level Classified By Classified Date status
Change History

Created By~ TDS_INTRANET XML INT

Last Modified By Gabor.Nosziopi O

Here we click on Add Classification next to the Export HS Classification header. This will
create a new line below where we can click into the HS Classification field and our cursor will
appear indication we can type in a value.

Export HS Classification  Add Classification K < 1tal 3
Future From g 5 = 3
HS Classification HS Description Effective From Effective To Confidence Level
HS Import
+ [ b Ja = = -

ECN Classification  Add ECN

Future

ECN ECN Class ECN Description Effective From Effective To Confidence Level

Import HS Classification  Add Classification

Future

Hs Primary HS HS Description HS 2 Effective From Effective To GRI Confidence Level o

Here we either type in a value that we know is a correct US HTS code (we add this without any
sperator dots).



Or we can click on the magnifier glass next to the field that will bring up a pop-up window.
Here we can add different search criteria, for example HS number starts with 8471.

HS Number Search X

Country of Classification® | Equals v
Classification Type* Equals v
HS Number Starts With v | 8471]
Tariff Search Type Equals v ~
Search Term Contains v
Final Result Language* Equals v English +
Date Of Classification® 13-Jun-2024 = RO

- k=

“

This will then give us all available HS codes that are in 8471 Heading. Here we can expand and
collapse by clicking on the plus and minus signs.

HS Number Search b'q

— H5-Classification  GR

— Section XV Machinery and mechanical appliances; electrical equipment; parts thereof; sound recorders and reproduce
recorders and reproducers, and parts and accessories of such articles  [5)

— Chapter 84 Muclear reactors, boilers, machinery and mechanical appliances; parts thereaf  [5)
— B4 Automatic data processing machines and units thereof; magnetic or optical readers, machines for
media in coded form and machines for processing such data, not elsewhere specified or includad
Latest
L Default .
HS Number Description Effective N
Duty
Date
8471300100 Portable digtl automatic data processing - 02-Jan-2011

machines,weight not more than 10

kg consisting of at least a centra

Once we found the HS code we want to select, we then just click on the number and it will
select this value and fill it into the HS classification field. It will also add values into the fields
Created By and Created Date.

By Clicking the Save & Validate button at the bottom of the page the record will be saved and
validation for Pass/Hold decision will take place.



Export HS Classification  Add Classification  1¢ ¢ 1101 > >1

Future  From
H; import  HS Classification HS Description Effective From Effective To Confidence Level Classified By Classified Date. Status.

+ O 8471300100 Q_ Portable digtl automatic data processing =] =] v Gabor.Noszlopi 13Jun-2024 10:28:02 PASS
machines weight not more than 10

kg consisting of atleast a central

processing unitkeyboard & display

ECN Classification  Add ECN
Future
FUNT N class ECN Description Effective From Effective To Confidence Level Classified By Classified Date Status

Import HS Classifcation  Add Classifcation
Future
Ft® primary Hs HS Description Hs2 Effective From Effective To GRI Confidence Level Classified By Classified Date Status

Change History

Created By

Last Modified By TDS._INTRANET.

Export HOLD  Import PASS

4.1.2. Adding ECN

Updating the ECN is similar process, we click on the Add ECN button and new line appears
where we either type in the value that we know is correct or click on the magnifier glass to
select it.

Automatic data-processi © CROSS Search Results Global Trade Data Inform @ QAT-00009 - Google Sear X & Sign in to your account Trade Automation - View X Trade Automation - +

<« c taexpd.amberroad.com/gtm/mi/htmi/deskiop © Y |G Pased

[3 Other [JDPL [JHR [J Misc [ APAC [ HTS [ ECCNs [ ProjectTeam [ E2Open [ PowerBl [ Training @ Google s GCRT s, GCRTTracking 55 GCT 5 Global Classification [ Office365 © GoogleMaps 3 GoogleTransiste @ Ecosia ~ Time - Workday

e2open  Trade Automation @ oo savoroszos -y

xport Express Manager

S+ Add to Favorites ) User Links v =

View Country Compliance

. Set Export Manual Hold

ManualHold ] Reason Remarks T 9
Export Details

Review Required [_] Reason Remarks ()
Export Screening

Set Import Manual Hold
Display on Document P

Manual Hold Reason Remarks F ]
Export Reportable 0

Review Required Reason Remarks c 9
Eligible for Re-export |Yes v quired (] °
Export Hs Classification  Add Classification 1 ¢ >

fare ‘F’:“’P'g" Hs Classification Hs Description Effective From Effective To Confidence Level Classified By Classified Date Status

+ [ 8471300100 Q  Portable digtl automatic data processing 024an-2011 | £ | 31-Dec-2000 | (4 v Gabor.Noszlopi 134un-2024 10:28:02 PASS

machines weight not more than 10
kg consisting of at least a central

processing unitkeyboard &a display

ECN Classification AJAECN  1¢ < 1t01 > 51
Future
FAI® g class ECN Description Effective From Effective To Confidence Level Classified By Classified Date status
+ 0 a a 8 . e =
Import H Classification  Add Classification
:‘5‘“'“ Primary HS HS Description Hs2 Effective From Effective To GRI Confidence Level Classified By Classified Date Status

Change History
CreatedBy DS INTRANET XML INT

Last Modified By Gabor.Noszlopi  On

H L Type here to search

By adding valid Export HS and ECN values after saving and validation the product status
changes to PASS.




ExportHs Classification  Add Classification 1 < 1101 > >

Future  F
e ”'n"p'gn HS Classification HS Description Effective From Effective To Confidence Level Classified By Classified Date Status
+ [ 8471300100 Q  Portable digtl automati cessing 02Jan-2011 | | 31-Dec:2099 | (9 v Gabor.Noszlopi 134un-2024 10:28:02 PASS Fol |
ight not more than 10
of atleast a central
processing unit keyboard & a display
ECN Classification  Add ECN K o<1l > n
Fut
VU ECN Class . ECN Description Effective From Effective To Confidence Level Classified By Classified Date status
+ [ EAR9Y Q@ Items subject to the EAR that are ot 17-May-2008 | (9 | 31-Dec =] v Gabor.Noszlopi 134un-2024 10:34:49 PASS Fol |
elsewhere specified in this ategory or
i any other category in the CCL are
designated by the number EAR9S.
Import HS Classification  Add Classification
Futy
e Primary HS HS Description HS2 Effective From Effective To GRI Confidence Level Classified By Classified Date Status

Change History
CreatedBy ~ TDSINTRANETXMLINT ~ On  12jun2024220811  GMT

Last Modified By Gabor.Noszlopi  On  13Jun-202410:34556  GMT

TRl xport PASS  Import PASS

4.1.3. Changing Existing Classification

To change the previously entered classification we just need to add a new value, by following
the same steps as mentioned above when entering new values.

This will create a new value entry and automatically adjust the Effective from and to dates that
will make the previous classification inactive and the latest addition the active classification.

ExportHs Classification  Add Classification ¢ < 1101 > >
;‘;‘“’e ‘F':“’p";" HS Classification HS Description Effective From Effective To Confidence Level Classified By Classified Date Status
+ 0 2471300100 Q@ Portable digtl au 025202011 |8 [31Dec2000 | B v Gabor.Noszlopi 13Jun-202% 10:28:02 PSS 2§
machi
ECN Classification  AJAECN 1 ¢ 1102 > i
Future ,
o ECN Class . Effective From Effective To Confidence Level Classified By Classified Date Status
+0d EAROD 17-May-2008 | () | 12jun2024 | () v Gabor.Noszlopi 13Jun-2024 10:34:49 PASS [l
+ dJ 5A992 @ Equipment not controlled by SA002 (see 13Jun2024 | ¢4 | 31-Dec2099 | #4 v Gabor.Noszlopi 13Jun-2024 10:40:40 PASS D w
List of tems Controlled)
Import HS Classification  Add Classification
Future
e PrimaryHS HS Description Hs2 Effective From Effective To GRI Confidence Level Classified By Classified Date Status
Change History
Created By TDSINTRANETXMLINT  On  124un2024220811  GMT
LastModified By Gabor.NoszZopi O 13Jun202410:34:56  GMT
ETTACEEl  coort PASS  Import PASS

4.1.4. Deleting Existing Classification

To remove classification that was previously added, we just click on the trash can icon on the
right side of the value that we are looking to remove.



ExportHs Classification  Add Classification  1¢ < 1101 > >1

Future  From

Hs Classification Hs Description Effective From Effective To Confidence Level
HS  Import
+ [ 8471300100 Q  Portable digtl automatic data processing 02Jan2011 | @ | 31-Dec2000 | B M
machinesweight not more than 10
kg consisting of atleast a central
processing unitkeyboard &a display
ECNClassification  AJOECN  1¢ ¢ w01 > i
Future .
ton . ECNClass . ECN Description Effective From Effective To Confidence Level
+ [ EAR99 Q  Items subject to the EAR that are not 17-May-2008 | (9 | 31-Dec2000 | B v
elsewhere specified in this CCL Category or
in any other category in the CCL are
designated by the number EAR9S.
Import Hs Classification  Add Classification
Future
e primaryHs Hs Description Hs2 Effective From Effective To GRI Confidence Level Classified By
Change History
CreatedBy  TDSINTRANETXMLINT  On  12jun2024220811  GMT
LastModified By GaborNoszopi  On  134un-2024 103456 GMT

ETIETEGl  Gxport PASS  Import PASS

Classified By Classified Date

Gabor.Noszlopi 134un-2024 1028:02

Classified By Classified Date

Gabor.Noszlopi 134un-2024 1034:49

Classified Date

status

B @

status

—

Status.

By removing valid Export HS and ECN values we can see that after saving and re-validating the

product status changes back to Hold.

Export Hs Classification  Add Classification

Future From

HS  Import Effective From

HS Classification  HS Description Effective To Confidence Level

ECN Classification  Add ECN
Fen® BN class « Effective To Confidence Level

ECN Description Effective From

Import Hs Classification  Add Classification

;“Sm'e Primary HS HS Description Hs2 Effective From Effective To GRI Confidence Level Classified By

Change History

Created By TOSINTRANETXMLINT  On  12Jun-2024 220811 GMT

Last Modified By Gabor.Noszlopi ~ On

BTl Erport HOLD  import PASS

13Jun-2024 104311 GMT

4.2. Directly from Country Compliance Overview

Funcionality is NOT working currently, DO NOT USE (see section 7.2)

5. Mass Update from Search Results

Classified By Classified Date

Classified By

Classified Date

Classified Date

Status.

Status.

status.

Search for the items you want to update that have the same ECN and Export HS from the

General Search view.

% Add to Favorites ) User Links v =

General Search

Hide Search Criteria  Advanced Search

Source Product ID Starts With v Ms225- ‘
Starts With v
escription | Starts With v

Product Description 2| Starts With v

Compliance Description | Starts With v

Product Family Starts With v
Export Status Equals v v
Import status Equals v v

Actve Equals v Yesv

[rs ]

s EmBoMm

With the items displayed, click in the boxes to te left of the items you want to mass update the
ECN and/or Export HS for. Then under the Actions button, for ECN, select Mass Update ECN.



i Addto Favortes ) User Links 2

General Search

Show Search Criteria ~ Advanced Search Rows 1to50f5 - *: BEmaom

Source ProductiD  Product ID Main  Component Product Description Product Description 2 ExportStatus ImportStatus  Active OrgCode LastModif View Product
MS225-24-HW MS22520HW ¥ N CISCOMeraki Ms22 PASS PASS Yes  Intranet 5| View Reference Transactions
MS225-48-HW N CISCO:Meraki M L2 Stck Cld-Mngd 48x Gige HOLD PASS Yes Save and Validate

MIS225-48FP-HW

O
]

Y

Y N CISCOMeraki M P L2 Stck Cld-Mngd 48x GIgE 7 h HOLD PASS Yes Mass Update Export Hs
MS225-48LP-HW VoY N CISCO:Meraki MS225-48LP L2 Stck Cld-Mngd 48 Gi h HOLD PASS Yes Mass Update Import HS
MS225-24P-HW MS22524PHW ¥ N CISCO:Meraki MS225-24P L2 Stck Cld-Mngd 24x Gi HOLD PASS Yes s

Autoclassify for all Compliance types
Autoclassify for ECN

Autoclassify for Export HS
Autoclassify for Import Hs

Csv Download

Autoclassify for New Base

In the Mass Update - ECN Change Request popup box, enter US for the Country. You may
use the magnifying glass to select and verify you entry. The country name United Staes of
America will autopopulate. Select the appropriate Mass Update Action from the drop down
box. In this case we use Add New Classification Records. Click Add next to New ECN
Classification. Enter your ECN value in the ECN field. You may use the magnifying glass to
search for and select you value or verify the value you entered. ECN Desciption will

autopolulate. Click Submit to save you record. You can verify the value is entered by checking
one of the items.

i Addto Favortes ) User Links 2

General Search

Show Search Criteria  Advanced Search Rows 1105075 E38 :=@peom
[] sourceProductid  Product ID Main  Component  Product Description Product Description 2 ExportStatus  ImportStatus  Active OrgCode LastModified By  Last Modified Date

[0 wms22524-w WY N CISCO:Meraki M5225-24 L2 Stck Cld-Mngd 24 GigE Switch Meraki 2 PASS PASS Yes Intranet aker  03Jul 9:57 GMT
MS225-48-HW ¥ N CISCO:Meraki MS225-48 L2 Stck Cld-Mngd 48x GigE Switch Meraki HOLD PASS Yes

3121 GMT
Mass Update - ECN Change Request 143118 GMT

31:12 GMT

Classification Match Criteria

Country us | Q United States of America ‘ ffective Date B
[Mass Update Action | Add New Classification Records v
Manual Hold O Reason Remarks

‘Apply Manual Hold only if Product has existing Admisibiity Concerns

New ECN Classification _ Add

Future ECN [ECN ECN Description Effective From Effective To ConfidenceLevel  Classified By Classified Date

+ 54991.c a “Stored program controlled” switching equipmentand | & B B v MatthewStaker 0312024 01:23:46

For Export HS update select Mass Update Export HS under the Action button.
% Add to Favorites ) User Links v b

General Search

Show Search Criteria  Advanced Search Rows 1 t050f5 EJf :@maocm
Source ProductID  Product 1D Main  Component Product Description Product Description 2 ExportStatus  ImportStatus  Active OrgCode LastModif View Product
MIS225-24-HW N 2524 L2 Stck Cld-Mngd 24x GigE Switch Meraki PASS PASS Yes Intranet ws| View Reference Transactions
MS225-48-HW N L2 Stck Cld-Mngd 48« GigE Switch Meraki HOLD PASS Yes  In save and Validate
MS225-48LP-HW N LP L2 Stck Cld-Mngd 48x Gi Meraki HOLD PASS Yes In Mass Update Import HS
MIS225.24P-HW N CISCOMeraki MS225-24P L2 Stck Cld-Mngd 24x Gig Meraki HOLD PASS Yes Int Mass Update ECN

Autoclassify for all Compliance types
Autoclassify for ECN

Autoclassify for Export HS
Autoclassify for Import Hs

csv Download

Autoclassify for New Base

In the Mass Update — Export HS Change Request popup box, enter US for the Country. You
may use the magnifying glass to select and verify you entry. The country name United Staes
of America will autopopulate. Select the appropriate Mass Update Action from the drop down
box. In this case we use Add New Classification Records. Click Add next to New Export HS
Classification. Enter your Export HS value in the Export HS field. You may use the magnifying



glass to search for and select you value or verify the value you entered. Export HS Description
will autopolulate. Click Submit to save you record. You can verify the value is entered by
checking one of the items.

i Addto Favortes ) User Links 2

General Search

E38 :=@2npeom

OrgCode  LastModifiedBy  Last Mod

Mass Update - Export Hs Change

Product Mass Update

dmisibity Concerns

Future HS

ExportHs Description Effective From Effective To Confidence Level  Classified By Classified Date

+

8517620070 Q Muitiprotocol ] 5] v MatthewStaker 034ul-2024 01:33:36

6. Mass Update via Upload File

ECCN and Export HS classifications can be uploaded via file as well. This is the best way to
update a lot of articles at the same time (as much as 100k or more). There is no limit, but
performance will depend on the number of lines in the upload file.

It is possible to upload ECCN and Export HS in one file, however to due complexity it is best to
keep them in separate files.

6.1. CSV Template

The original template can be downloaded from E20pen and saved on your computer for later
use. This original template contains all the fields that can update update via the upload file, 62
columns in total. However only a few fields are mandatory to be filled. The rest of the columns
can be deleted if not intending to update to fields.

To download the original template go to the PRODUCTS page from the Main Menu doprdown
then click on CSV UPLOAD that can be find on the right side under the Product Upload options.



eZopen Trade Automation

4 Add to Favorites User Links v

Filter navigation Search Reports Product Upload
Recently Visited » General ENC Self Classification Report Csv Upload
By Export Classification Generate CSV Work Monitor

Export Transactions

By Government Requirement View Product GREQ Mass Update

Create New

ey -

Partners > ENC Product Report
Trade Content » e
Work Queues
Alerts b .
Reports N Product General Holds
. ENC Semi Annual Report

Application Configuration » Product ECN Holds

Product Export HS Holds Generate

View

Product Import HS Holds
Transaction Product General Holds o
Product Admissibility Report

Transaction Product ECN Holds
Generate

Transaction Product Export HS Holds
View

Transaction Product Import HS Holds
Product Classification Report
Generate

View

On the next screen click on the GENERATE CSV TEMPLATE button that will initiate the
download within your browser.

! ezopen Trade Automation

% Add to Favorites User Links ~ Master Search

Product Flattened CSV Upload

| Upload Product CSV File || Generate CSV Template |

Parent Work 1D for Uploaded inbound

Parent Work 1D

The first 2 rows of the template do not need and should not be modified. The mandatory fields
are starting with an asterix, as highlighted in yellow on below screenshot.



Fle  Home Inset  Pagelajout  Formuas  Data  Review View  Auomate  Developer  Help  Anasis  EPM  DataManager O Comme
eeeeeeeeeeeeeee a1 BT ol =

@hEk M EBLR b I m @ o *HEY E= B B84 B &

Get  From From From Table/ ent B Refresh Socks  Curencies  Geogrephy [3] | 3| SO Filer D Consolidate What-If Forecast | Group Ungroup Subtc

Data~ Text/CSV Web  Range ources All~ 8 Advance: d | Columns Fill Duplicates Validation ~ Data Model | Analysis~ Sheet ~

Get & Tran: Queries & Connections DataTypes Sort & Fitter DataTools Forecast Outiine
D28 M #
A 8 < [ E F G H f] K L

1 |Is Flattened Structure Action Company Code Org Code Priority Message Type User ID Receiver Sender Integration Definition Batch ID

2 v PARTIAL UPDATE TECD TDS_INTRANET 5 INBOUND_ENTITY_ INTEGRATION  Gahor.Noszlopi  USER SYSTEM EXPORT_EXPRESS_GPM_FLATTENED_INBOUND

3 |*PROD.ID *ORG_CODE  PROD_DESCRIPTION PROD_DESCRIPTION 2 BRAND_NAME PROD_FAMILY PROD_SUB_FAMILY COMMERCIAL UOM CTRY_OF_ORIGIN MAIN.PRICE CURRENCY_CODE MAIN.NUMBER_ UOM MAIN.!

4

5

6

7

2 separate upload templates have been created, one for ECCN and one for Export HS upload.
These templates only contain the mandatory and most often used fields, so a cleaner version of
the original upload template.

e E20pen_CSV ECCN Upload
e E20pen_CSV HTS Upload

6.2. Helper Excel File

For the mass update via upload file process to work correctly it is crucial that the mandatory
fields are filled and with correct data, otherwise the upload will fail, in which case the uploaded
receiver an email from E20pen advising of the fact and pointing to the issue.

A separate “helper” excel file has been created to help the user fill out the upload file correctly.
This file has 2 versions, one for ECCN upload and another for Export HS upload. This file will
guide the user to enter all mandatory field values correctly by selecting the entry from a drop-
down list. It will similarly help with most of the usual upload values. Once the user fills out this
file, will then copy paste as values the table to the pre-cleaned upload templates in section 6.1
above.

This helper file contains information on the FIELD INSTRUCTIONS worksheet:



AutoSave E20pen_ECCN Product Worksheet2 - Excel W Internal Use )3 Search -

File Home Insert Page Layout Formulas Data Review View Automate Developer Help Analysis EPM Data Manager

E” Ef& Cu Calibri e A AT v 2 Wrap Text General - ﬁ @ Bad Goo
Co = -
path EFD:’:Et Painter Ty~ w22 i - = [LFepiEmi = o8~ % 9 4_03 _)Ug FE:';‘:E:"’:L FDT;E?VES Neutrz! ation E
Clipboard = Font 1] Alignment 1] Number = Styles
B17 5 §:3 Conditional Required: Y/N -- Mark "Y" for RESTRICTED (B2) and CRYPTANALYTIC (B3iii) encryption items (5X002)
A B Cc D

1 |Field Name Notes
2 *PROD_ID The Product ID (as exists in E20pen -- Intranet uses MPN mostly)

3 |*ORG_CODE E20pen Org product exists in (will be TDS_INTRANET for Intranet now)
4 |*CTRY_CODE Country ECN is being updated for (just US for now}
5 |*COMPLIANCE_TYPE For ECCN, one option "ECN"

6 [ECN ECCN value you are updating as (5A892.c, 5A892, 5A002.a.1, EAR99, etc.)

7 |XREQ_CODE For US only, one option "US_BIS" <-- We're managing BIS encryption and other criteria
8 |CTRY_CODE For US only, one option "US" <-- we managing the "US_BIS" LREQ only for now
9 |[ENC_CCATS Product CCATS, if relevant / available
10 [ENC_LIMIT_FLG Optional {ABOVE / BELOW) for Encyrption threshold controls described in CCL
11 [ENC_MASS _MARKET _FLG Optional {¥/N) for marking as mass market encryption eligible (e.g., 5A992.¢/5D392.c)
12 |ENC_PRODUCT_TYPE Conditional Required (if 5X002): RESTRICTED, UNRESTRICTED, etc.

Conditional Required (if 5X002): Y if partner end use type must be checked for government, civil, military, etc. by license engine

Mark "Y" for RESTRICTED, mark "N" for UNRESTRICTED. When in doubt, leave empty, and system will assume "Y" during license

13 |[ENC_REVIEW_REQUIRED determination.

14 |[EPCI_CHEMICAL BIOLOGICAL OPTIONAL: Y/N - Mark "Y" if product sale must manually hold to validate / obtain LOA against usage in chemical/biological weapons applications
15 |[EPCI_MISSILE_TECHNOLOGY OPTIONAL: Y/N -- Mark "Y" if product sale must manually hold to validate / obtain LOA against usage in missle technology applications

16 |EPCI_NUCLEAR_PROLIFERATION  OPTIOMAL: Y/N -- Mark "Y" if product sale must manually hold to validate / obtain LOA against usage in nuclear activities
17 |[SEMI_ANNUAL_REPORT Conditional Required: ¥/N -- Mark "Y" for RESTRICTED (B2) and CRYPTANALYTIC (B3iii) encryption items [5X002)

Field Instructions E20pen_Setup Sheet ‘ ':i‘:' LI

To fill out the the helper file, navigate to the E20PEN_SETUP SHEET worksheet, use the
provided dropwdowns to select the correct values and enter the other classification data as
usual.

A B E D E F
1 |*PROD_ID ~ "ORG_CODE |~ *CTRY_CODE| v EX_HS_CHEC} v | *COMPLIANCE_TYPE v EX_HS =
2 |TEST TDS_INTRANET US Li EX_HS 8471300100,
3

Please note that the use of this heler file is not mandatory. The upload template can be filled in
directly, ithe helper file merely helps making sure the mandatory and most used classification
fields are filled correctly by providing values in the drop-downs.



6.3. Upload CSV
Once the upload file is ready save it on your computer. Navigate to PRODUCTS page from the

Main Menu doprdown then click on CSV UPLOAD that can be find on the right side under the
Product Upload options.

eZOpen Trade Automation

4 Add to Favorites User Links ~

Filter navigation Search

Reports. Product Upload
Recently Visited > General ENC Self Classification Report CSV Upload
By Export Classification Generate

CSV Work Monitor
Export Transactions

By Government Requirement View Product GREQ Mass Update

Create New

-

Partners 3 ENC Product Report
Trade Content 3 Generate
Work Queues
Alerts » View
Reports » Product General Holds
ot ENC Semi Annual Report

Application Configuration » i 3 s

Product Export HS Holds Exzri

Product Import HS Holds UED

Transaction Product General Holds
Product Admissibility Report
Transaction Product ECN Holds .
Generate
Transaction Product Export HS Holds

View
Transaction Product Import HS Holds
Product Classification Report

Generate

View

On the next screen click on the UPLOAD PRODUCT CSV FILE button and select the upload file
from your computer in the popup window then click on UPLOAD FILE.

! eZopen Trade Automation

% Addto Favorites ) Userlinks v  Master Search

Product Flattened CSV Upload

[ Upload Product sV File | [ Generate CsV Template |

Parent Work ID for Uploaded inbound

Parent Work ID

File Upload

Document Name:

Document: Chogse File | No file chosen

Upload File



7. Funcionality Currently NOT working

Some funfionality are currently not working and will be fixed by IT post go-live.

7.1. Flex Fields

Logic describing how the updated Trade Data is sent back to Intranet and then that information
is again updated in Flex fields here to confirm ERP update was done — CURRENTLY
FUNCIONALITY HAS NOT BEEN DELIVERED BY IT

Global Product Master Summary

Commercial UUM A % Misc M

Price/Currency 2290666 usp Q Set Export Manual Hold

Product Family software v Manual Hold (] Reason Remarks
Product Sub Family Intangible v Review Required [ ] Reason Remarks
Variant Group v
Set Import Manual Hold

Souraing G v

Manual Hold [ Reason Remarks

aQ

Review Required [_] Reason Remarks
Departmen t Q
Coresory o Agreements
Country of Export Q Do Nat st (]
Countries of Import v ERP ECCN S5A002.A.1
Country of Origin Q ERP CCATS SELFCLASS
State of Origin aQ ERP License Designation 2
Serialized v ERP US HTS
Hazardous O Flexs
Source System i Flex Num 1
Source of Data INT:GPM_INBOUND_V2 Flex Num 2
Active Flex Num 3
Main Product Flex Date 1 ]
Component O Flex Date 2 ]

e ERP ECCN -
e ERP CCATS -
¢ ERP License Designation
e ERP USHTS -

7.2. Directly from Country Compliance Overview
Funcionality is NOT working currently, DO NOT USE

To update the ECN and Export HS values directly from the Country Compliance view, click on
Country Compliance from the Item display. Then enter your ECN and Export HS values in the
respective fields. You may use the magnifying glass to search for your value to validate them.
Once entered, click on Save & Validate. Export Status should then be PASS.

i Add to Favorites ) User Links o

Global Product Master Summary

Saveavaitate xpor PSS impors PSS
o

M5225-24-HW. Description  CISCO:Meraki M5225-24 L2 Stck Clc 3 Source Product ID MS225-24-HW. OrgiD Intranet

Main Component

MamGR IVA Assist Agreements Tax Quota Exemptions Documents Notes Audit History Questionnaires

Country Compliance " Actions | -

[J countrycode ECN Export Hs Primary Import Hs. Import Hs2 é:;ﬂ';"' GR VA STP Tax Quota DIF ExportStatus  Import Status

[J  United States of America 5A991.c Q|| 8517620070 Q Q Q PASS PASS [

Sav s vaidate B P ] imporc 7ass
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